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Introduction and Purpose

This Business Continuity Agreement (BCA) is between DocuPal Demo, LLC, located
at 23 Main St, Anytown, CA 90210, USA, and Acme Inc (ACME-1), located at 3751
Illinois Avenue, Wilsonville, Oregon - 97070, USA. The agreement establishes a
framework for ensuring the continuation of critical business functions in the event
of a disruption.

Intent

This BCA aims to minimize the impact of any potential disasters or major incidents
on ACME-1's operations. It outlines specific procedures and responsibilities to
maintain essential services and recover quickly.

Scope

The scope of this agreement includes critical IT systems, customer service, order
processing, and data management. It covers risk assessment, incident response,
recovery strategies, and ongoing maintenance activities. This agreement provides a
structured approach to address disruptions and ensure business continuity.

Definitions and Interpretation

In this Agreement, the following terms shall have the meanings set forth below:

» Agreement: Means this Business Continuity Agreement, including all
schedules and appendices attached to it.

» Business Impact Analysis (BIA): A systematic process to determine and
evaluate the potential effects of an interruption to critical business functions.

» DocuPal Demo, LLC: Refers to DocuPal Demo, LLC, a company organized in the
United States, with its principal address at 23 Main St, Anytown, CA 90210.

« Incident: Any event that disrupts or could disrupt normal business operations.

« Recovery Point Objective (RPO): The maximum acceptable period for which
data loss can be tolerated due to an incident.

« Recovery Time Objective (RT0): The maximum tolerable time to restore a
business function after an incident.
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« ACME-1: Refers to Acme, Inc, a business organized in the United States, with its
principal address at 3751 Illinois Avenue, Wilsonville, Oregon - 97070, USA.

Interpretation

Unless the context requires otherwise, in this Agreement:

« Words in the singular include the plural and vice versa.

» Areference to a statute or statutory provision includes any modification or re-
enactment of it.

« The words "include” and "including” are to be construed as meaning
"including without limitation.”

« Industry-standard definitions, particularly those aligned with NIST and ISO
standards, will apply where not explicitly defined herein.

Roles and Responsibilities

This section defines the roles and responsibilities of both DocuPal Demo, LLC and
ACME-1 in maintaining business continuity. Both parties must understand and
fulfill their duties to ensure effective incident response and recovery.

DocuPal Demo, LLC Responsibilities

DocuPal Demo, LLC is responsible for the following:

» System Maintenance: Maintaining all systems and infrastructure relevant to
the services provided to ACME-1.

« Recovery Plan Execution: Executing the business continuity and disaster
recovery plans as defined in this agreement.

« Incident Detection: Monitoring systems for potential incidents and
disruptions.

« Communication: Initiating communication protocols to inform ACME-1 of any
detected incidents and the planned response.

 Data Protection: Implementing and maintaining security measures to protect
ACME-1's data.

ACME-1 Responsibilities

ACME-1 is responsible for the following:

Page 4 of 15

+123 456 7890 7 info@website.com P.O. Box 283 Demo
+123 456 7890 websitename.com Frederick, Country




[5) DOCUPAL

Docupal Demo, LLC

« Data Provision: Providing DocuPal Demo, LLC with all necessary data and
information required for effective business continuity planning and execution.

» Testing Participation: Participating in scheduled testing of the business
continuity and disaster recovery plans.

» Designated Contact: Maintaining a designated contact person for
communication and coordination during incidents.

« Communication: Ensuring the designated contact person is available and
responsive during incidents.

Shared Responsibilities

Both DocuPal Demo, LLC and ACME-1 share the responsibility for:

« Collaboration: Working together to ensure the successful implementation and
maintenance of the business continuity plan.

« Compliance: Adhering to all relevant regulatory requirements and industry
best practices related to business continuity.

« Escalation: Following the defined escalation processes to address any issues or
concerns that arise during incident response and recovery.

Business Impact Analysis and Risk
Assessment

DocuPal Demo, LLC will conduct a Business Impact Analysis (BIA) to identify and
prioritize ACME-1's critical business functions. This analysis will determine the
potential impact of disruptions on these functions. We will also perform a
comprehensive risk assessment to identify potential threats and vulnerabilities that
could disrupt ACME-1's operations. This process ensures that business continuity
strategies are aligned with ACME-1's most critical needs.

Business Impact Analysis (BIA)
The BIA will identify ACME-1's critical business functions. Order processing,

customer service, and critical IT infrastructure have been identified as priority
areas. We will analyze each function to determine its:

» Operational Impact: The effect on ACME-1's ability to deliver products or
services.
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 Financial Impact: The potential loss of revenue, increased expenses, and
regulatory fines.

« Reputational Impact: The potential damage to ACME-1's brand and customer
relationships.

» Legal and Regulatory Impact: The potential non-compliance with relevant
laws and regulations.

The BIA will also establish the Recovery Time Objective (RTO) and Recovery Point
Objective (RPO) for each critical function. The RTO is the maximum acceptable
downtime. The RPO is the maximum acceptable data loss.

Risk Assessment

DocuPal Demo, LLC will perform a risk assessment to identify potential threats to
ACME-1's business operations. This assessment will consider various risks,
including natural disasters, cyberattacks, system failures, and supply chain
disruptions.

The risk assessment process includes:

1. Risk Identification: Identifying potential threats and vulnerabilities.
2. Risk Analysis: Evaluating the likelihood and impact of each risk.
3. Risk Evaluation: Prioritizing risks based on their potential impact.

The outcome of the risk assessment informs the development of risk mitigation
strategies. These strategies will reduce the likelihood and impact of identified risks.
Risk assessments will be conducted annually, or more frequently if significant
changes occur within ACME-1's environment. This ensures our strategies remain
current and effective.
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Other 10%

Supply Chain Disruptions 15% ".

Cyberattacks 30%

Natural Disasters 25%

Risk Mitigation Strategies

Based on the risk assessment, DocuPal Demo, LLC will develop risk mitigation
strategies. These strategies will address the identified risks and vulnerabilities.
Mitigation strategies may include:

« Implementing security measures to protect against cyberattacks.

 Developing backup and recovery plans to address system failures.

« Establishing alternative supply chain arrangements to mitigate supply chain
disruptions.

» Creating disaster recovery plans to address natural disasters.

DocuPal Demo, LLC will work with ACME-1 to implement these strategies. This will
ensure they are effective and aligned with ACME-1's business objectives.

Continuity and Recovery Strategies

DocuPal Demo, LLC and ACME-1 will employ several strategies to ensure business
continuity and data recovery in the event of a disruption. These strategies
encompass system redundancy, regular data backups, alternate site operations, and
the utilization of cloud-based services.
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Data Backup and Recovery

DocuPal Demo, LLC will maintain comprehensive data backup procedures. Data
backups will occur [state the frequency] to minimize potential data loss. These
backups will be stored [state the storage location] to ensure availability during a
recovery. In the event of data loss or corruption, restoration procedures will be
initiated immediately, with a target recovery point objective (RPO) of [state RPO].

System Redundancy

Critical systems will be implemented with redundancy to minimize downtime. This
includes [specify redundant systems or components] . Upon failure of a primary
system, the redundant system will automatically take over, ensuring continuous
operation. Regular testing of failover procedures will be conducted to validate the
effectiveness of the redundancy mechanisms.

Alternate Site Operations

In the event that the primary operating location becomes unavailable, an alternate
site will be activated. The alternate site is located at [state the location of the
alternate site]. The alternate site is equipped with [describe the resources available at
the alternate site]. The transition to the alternate site will be initiated within [state
the time frame] of the declaration of a disaster.

Cloud-Based Services

DocuPal Demo, LLC will leverage cloud-based services to enhance business
continuity. Cloud-based services offer scalability, flexibility, and geographic
redundancy. Critical applications and data will be hosted in the cloud, ensuring
accessibility even if the primary infrastructure is affected.

Recovery Time Objective (RTO) and Recovery Point Objective (RPO)

Recovery Time Objective (RTO) is the maximum acceptable downtime for a system
or function, while Recovery Point Objective (RPO) is the maximum acceptable data
loss. DocuPal Demo, LLC will monitor and manage RTOs and RPOs through regular
testing and reporting. The following chart shows the RTO and RPO targets for
critical systems.
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Restoration Timeline

The restoration timeline outlines the steps required to restore critical systems and
data following a disruption. The timeline includes:

1. Assessment: Assess the extent of the damage and determine the appropriate
recovery procedures.

2. Activation: Activate the alternate site or redundant systems.

3. Restoration: Restore data from backups and verify data integrity.

4. Testing: Test the restored systems to ensure proper functionality.

5. Communication: Communicate the status of the recovery to stakeholders.

The estimated time for complete restoration is [state the estimated time]. This
timeline will be regularly reviewed and updated to reflect changes in the
environment and business requirements.

Communication and Reporting Protocols

Effective communication is vital for successful business continuity. This section
outlines the protocols for internal and external communication and reporting
during a disruption.

Communication Channels
DocuPal Demo, LLC will primarily use email and phone calls for routine updates. In
the event of a significant incident, communication will shift to designated channels,

including a dedicated conference call line and a secure messaging platform. ACME-1
will be notified immediately via phone and email.

Reporting Procedures

During an incident, DocuPal Demo, LLC will provide ACME-1 with regular updates.
These updates will include the nature of the incident, its impact on services, the
estimated time to recovery, and the specific steps being taken to resolve the issue.
Reports will be disseminated every four hours, or more frequently if the situation
warrants.
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Escalation Process

Initial contact will be made by John Doe (DocuPal Demo, LLC) to Jane Smith (ACME-
1). If the incident is not resolved within a reasonable timeframe, or if it escalates in
severity, the issue will be escalated to the management teams of both DocuPal
Demo, LLC and ACME-L. If necessary, external experts will be engaged to provide
additional support and guidance. Contact information for escalation will be
maintained and readily available to both parties.

Service Levels and Performance Metrics

DocuPal Demo, LLC is committed to providing reliable services to ACME-1. This
section outlines the specific service levels and performance metrics that will be
monitored and reported to ensure business continuity.

Service Level Targets

We will measure our performance against the following targets:

o Uptime for Critical Systems: 99.9% availability. This ensures minimal
disruption to ACME-1's critical business functions.

« Recovery Time Objective (RTO): 2 hours. This is the maximum time it should
take to restore critical systems after an incident.

» Recovery Point Objective (RPO): 1 hour. This represents the maximum
acceptable data loss in the event of an incident.

Performance Measurement

DocuPal Demo, LLC will track the following metrics:

« Uptime: Calculated as the percentage of time critical systems are operational
and available.

o RTO: Measured from the time an incident is declared to the time the system is
fully restored.

« RPO: Determined by the age of the most recent data backup used for recovery.
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« Incident Response Times: The time taken to acknowledge, diagnose, and
resolve incidents.

Reporting

Performance against these metrics will be reported to ACME-1 on a quarterly basis.
Reports will include detailed information on uptime, RTO, RPO, incident response
times, and any service level breaches.

Training, Testing, and Maintenance

DocuPal Demo, LLC will conduct annual business continuity training for all relevant
personnel. This training will cover the procedures outlined in this agreement. It will
also cover individual roles and responsibilities during a business disruption.

Testing

To ensure the effectiveness of this Business Continuity Agreement, DocuPal Demo,
LLC will perform regular tests. These tests will include:

 Tabletop exercises to review procedures and communication strategies.
« System failover tests to validate the resilience of critical systems.
 Data recovery drills to confirm the ability to restore data from backups.

Maintenance

DocuPal Demo, LLC's IT Department is responsible for the maintenance of the
business continuity plan. This includes regularly reviewing and updating the plan to
reflect changes in the business environment, technology, and regulatory
requirements. The plan will be reviewed at least annually, or more frequently as
needed.

Compliance and Legal Requirements

Docupal Demo, LLC and ACME-1 will both comply with all applicable laws and
regulations. This includes, but is not limited to, data protection and privacy
mandates specific to ACME-1's industry.
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Regulatory Standards

This agreement requires adherence to several key regulatory standards. These
standards include HIPAA, GDPR, and PCI DSS. Compliance with these standards will
be maintained as applicable to the data and operations covered by this agreement.
Both parties will ensure their practices align with the latest versions and
interpretations of these regulations.

Industry-Specific Mandates

ACME-1 operates within an industry subject to specific legal mandates. These
mandates primarily relate to data protection and privacy. Docupal Demo, LLC
acknowledges these industry-specific regulations. We will work with ACME-1 to
ensure all business continuity processes and procedures meet these requirements.
This includes incorporating necessary safeguards and protocols into our recovery
strategies.

Confidentiality and Data Protection

DocuPal Demo, LLC and ACME-1 acknowledge that during the course of this
agreement, each party may have access to confidential information belonging to the
other. This information includes, but is not limited to, business strategies, customer
data, technical specifications, and financial records. Both parties agree to protect
this information with the same degree of care they use to protect their own
confidential information, but no less than reasonable care.

Data Security

We will protect sensitive information through encryption, strict access controls, and
secure data storage solutions. Access to confidential data will be limited to
authorized personnel only, on a need-to-know basis. We will implement and
maintain appropriate technical and organizational measures to ensure data security.

Data Privacy
DocuPal Demo, LLC and ACME-1 will comply with all applicable data privacy laws,

including GDPR, CCPA, and other relevant regulations. We will process personal data
only for the purposes outlined in this agreement and will ensure that data subjects’
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rights are respected. We will promptly notify each other of any data breaches or
security incidents that may affect the confidentiality, integrity, or availability of
protected data.

Dispute Resolution and Amendments

Any disputes arising from this Business Continuity Agreement between DocuPal
Demo, LLC and ACME-1 will be resolved through the following methods.

Dispute Resolution Process

First, both parties will attempt to resolve the dispute through good-faith mediation.
If mediation fails to produce a resolution, the dispute will then be submitted to
binding arbitration in accordance with the rules of the American Arbitration
Association. The arbitration decision will be final and legally binding on both
DocuPal Demo, LLC and ACME-L. In the event that arbitration is unsuccessful, either
party retains the right to pursue litigation in a court of competent jurisdiction.

Amendments

This Business Continuity Agreement may be amended or modified at any time. All
changes must be made in writing and duly signed by authorized representatives of
both DocuPal Demo, LLC and ACME-1. Any amendment will become effective on the

date specified in the written amendment or on the date of signing by both parties,
whichever is later.

Termination and Exit Procedures

This agreement remains in effect until terminated by either party.
Termination
Either DocuPal Demo, LLC or ACME-1 may terminate this Business Continuity

Agreement. The terminating party must provide written notice to the other party. A
minimum of 90 days' notice is required prior to the effective termination date.

Page 13 of 15

+123 456 7890 7 info@website.com P.O. Box 283 Demo
+123 456 7890 websitename.com Frederick, Country




[5) DOCUPAL

Docupal Demo, LLC

Exit Procedures

Upon termination, DocuPal Demo, LL.C will cooperate fully with ACME-1 to ensure a
smooth transition. This includes the following:

« Data Retrieval: DocuPal Demo, LLC will provide ACME-1 with all ACME-1's data
in a mutually agreed-upon format. This will happen within a reasonable
timeframe after the termination date.

o System Decommissioning: DocuPal Demo, LLC will decommission any
systems or services used exclusively for ACME-1. This will be done securely
and according to industry best practices.

« Knowledge Transfer: DocuPal Demo, LLC will provide reasonable knowledge
transfer to ACME-1 or its designee. This transfer will cover the systems,
processes, and data relevant to business continuity. The goal is to enable
ACME-1 to maintain its business continuity capabilities.

Signatures and Acknowledgments

This Business Continuity Agreement is made and entered into as of January 1, 2024,
by and between Docupal Demo, LLC, and Acme, Inc.

Acceptance

By signing below, Docupal Demo, LLC and Acme, Inc. acknowledge that they have
read, understood, and agree to be bound by the terms and conditions of this
Business Continuity Agreement. Both parties commit to fulfilling their respective

responsibilities as outlined in this document to ensure the continuity of critical
business functions.

Signatures

Docupal Demo, LLC

John Doe

[Title]
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Date: 2025-08-09

Acme, Inc

Jane Smith

[Title]

Date: 2025-08-09
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