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Impact Assessment and Affected Parties

This security incident has potentially compromised specific customer data. The
affected data includes customer names, email addresses, and order histories. This
data was associated with purchases made between January 1, 2023, and October 26,
2023.

The primary parties affected by this incident are DocuPal Demo, LLC customers
who made purchases during the specified period.

Order Histories 34% ‘. Customer Names 33%

Potential Risks

The compromise of this data presents several potential risks to affected customers:

« Phishing Attacks: Compromised email addresses may be used to send targeted
phishing emails. These emails could trick customers into revealing sensitive
information or installing malware.

o Identity Theft: The combination of names, email addresses, and order
histories could be used for identity theft.
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» Unauthorized Account Access: Compromised email addresses might be used
to attempt unauthorized access to other online accounts held by affected
customers.

Response Actions and Mitigation
Measures

Upon discovering the security incident, Docupal Demo, LLC took immediate action.
We shut down the affected server to contain the breach. A forensic investigation was
launched right away. We also notified our security partners about the incident.

Currently, we are focused on remediation. This includes implementing stronger
security measures. We are patching identified vulnerabilities. Our team is actively
monitoring systems for any suspicious activity.

To prevent future incidents, several measures are planned. We will implement
multi-factor authentication across all systems. Data encryption methods will be
enhanced. Regular security audits and penetration testing will be conducted on a
regular basis.

Guidance for Affected Individuals

We understand this security incident may cause concern, and we are committed to
supporting you. Please take the following steps to protect your information:

« Change Your DocuPal Demo, LLC Password: Update your password
immediately to prevent unauthorized access to your DocuPal Demo, LLC
account. Choose a strong, unique password.

« Monitor Financial Accounts: Carefully review your bank and credit card
statements for any unauthorized transactions. Report any suspicious activity
to your financial institution immediately.

» Be Vigilant Against Phishing: Be cautious of unsolicited emails, phone calls, or
text messages asking for personal information. Do not click on links or
download attachments from unknown sources.
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Available Resources

We have created a dedicated helpdesk and an FAQ page on our website to assist you
with any questions or concerns. Please visit our website or contact our support team
for assistance.

Contact Information and Support
Resources

For any questions, concerns, or support related to this security incident, please do
not hesitate to contact our dedicated support team. We are committed to assisting
you through this process.

Support Channels

You can reach us through the following channels:

o Email: support@docupaldemo.com
« Phone: 1-800-DOC-UPAL (1-800-362-8725)
» Website: www.docupaldemo.com/security-update

Our website will be regularly updated with relevant information and answers to
frequently asked questions. We encourage you to visit this page for the latest news.
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